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Technique

Preconditions separate legal inputs from illegal inputs. Existing L e e e e mm e mmmmmmmmmmmm—————————
approaches for generating preconditions often infer predicates orecondition P4 S
which are unnatural and difficult to comprehend. State of the art
approaches combine “features” (e.g. x > 0, foo.size () > 0)
from scratch to construct a boolean predicate which separates
crashing inputs from non-crashing inputs. The resulting
predicate can become unnecessarily complex, difficult to
comprehend, and ultimately, unnatural. In contrast, our
approach performs program transformations to the target
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method to infer natural preconditions as segments of code. '
<[> [ D '
1 public BigInteger[] DivideAndRemainder (BigInteger val) { - | » </>
2 if (val.m_sign == @) 1 boolean M_pre(NetBigInteger val) { | :
3 throw new ArithmeticException("Division by zero error"); j if (:al =: ;\ull) M pre i : i NO CRASH
4 BigInteger[] biggies = new BigInteger[2]; . BeLULN. ‘Ta..5€; g - . 1
5 if (m_sign == @) { 4 if (val.m_sign == 0) Seed Generator . Test Generator Executor 1 Program Reducer M_pre
6 biggies[@0] = Zero; 5 return false; 1 !
7 biggies[1] = Zero; 6 return true; ! :
8 3} else if (val.QuickPow2Check()) { 7% : i
9 int e = val.Abs().getBitLength() - 1; . 1
10 NetBigInteger quotient = Abs().ShiftRight(e); 1 1
11 int[] remainder = LastNBits(e); (a) Generated by our approach. 1 !
12 biggies[0] = | :
13 val.m_sign == m_sign ? quotient : quotient.Negate(); ! '
14 biggies[1] = 1 (not (val == null)) i :
15 new BigInteger(m_sign, remainder, true); 2 and ( 1 1
16 } else { 3 (val.getIntValue() == val.m_sign and ( 1 !
17 int[] remainder = (int[]) m_magnitude.clone(); 4 (val.getIntValue() <= -1) or 1 '
18 int[] quotient = Divide(remainder, val.m_magnitude); 5 ((not (val.getIntValue() <= -1)) and ! :
19 biggies[0] = 6 (not (val.getIntValue() <= 0)) : 1 Key
20 new BigInteger(m_sign * val.m_sign, quotient, true); 7 )) ' 1
21 biggies[1] = 8 ) or 1 !
22 new BigInteger(m_sign, remainder, true); 9 (not (val.getIntValue() == val.m_sign)) 1 !
23 3} 10 ) s, X M pre
24 return biggies;
25 3 % ) Tests
(b) Generated by Proviso. .. .
S o Stack Trace

Fig. 1. A method and its corresponding preconditions.

Problem Statement

Given an exhaustive tester T which generates a set of input environments E, we aim to infer an
M_pre with the following correctness properties for every e € E: 5
M_pre(e) — True iff M exits normally on e and i
M_pre(e) — False iff M throws an exception on e. a@mssessssesessssessssssssssssssssssssssssssssssee - x

public NetBigInteger Add (NetBigInteger wvalue) ({ ) 4 A .
H . o 3 if (m_sign == 0) .
Solution: Infer a precondition as a boolean returning m_sign == o) ! \ Program. Reducer
’ / \
if (m_sign != value.m_sign) { i 2 \
method seeded by the target method. if (valua.m sign == 0) , ﬂ S Fonvoe——— —
retiarn thls; ' 3 \ O:fea(.ll:l sIz:e==e0):Lg ncteger value
. . . if (value.m_sign < 0) | this.m_sign: 1 | - .
Seed generator: Our technique begins by creating a seed e T N — | @D @ | vere: mu @» VO | i
. BigInt sartQ) ¢ ’ | ==
through an up-front source transformation on the target Bap (aatgn € 8 return value.Subtract (Negate()); : > stack : B
. . throw new ArithmeticException(); } 5 . Trace return true;
I tests_i Executor I ;
method M. We begin with the method body and make eturn RoundCsarecenion. rabuen: RIAYGHagniude (ralne.m maguiada) ; ' EvoSuite l }
transformations to satisfy our problem formulation, ) } | l
.. . . | |
requiring M_pre be a non-exceptional, boolean returning @) hod : | M pre
. . a) Target method M. . . .
function. Furthermore, our seed generation process makes & " : -8 i fans 3 usian i :
. . . . . 1 4 N;tBigInteger var_a = value; | (
semantics preserving transformations for precise exception o P : onaa iy l i == mt)
. . o . . chogiag 2 } & .
check insertion and syntcax gwdef:l reduction in later stages. Featman, : R — : (not (target getsignvaiue() <= -1))
The source transformation is designed such that the seed biginteger var_a < Sart(thisy: ‘ b e e S I e rget. getSignvalue() < 0))
has the following desirable qualities: Round(var-a); ' if (value.m_sign == 0) { ' e i
i | > NetBigInteger var_b = this; | ==
} g g = i | (not (value == null))
| return true; )
. |
1. M_pre must be boolean returning (b) M after seed transformation. Seed Generator ; Ehegicingt ; W g T0Y ¢ | fie: Provics inferred it
. ecK Instrumentor NetBigInteger var_f = value.Negate(); | ig: Proviso inferred precondition.
2' M_pre mUSt be non'except|0na| : NetBigInteger var_c = Subtract (var_f); |
3. M pre IOcalizes CraSheS public boolean M_pre_i (NetBigInteger value) { | , return true; | (BitsPerInt == value.BitsPerInt &&
- if (m_sj_gn == 0) { | . | m,quotev== -1 &&
NetBigInteger var_a = value; Neta%glnteger b f Negate(); R | vai:eézfzszirint;::i i value.m_sign == value.m_sign ==
public boolean Sqrt_pre() { public boolean Sqrt_pre() { return true; : t:::iiglz‘;:z?t var_d = value.Subtract (var_g); | zzvaiue_m:nu:mts =i)_l)| |(| tvalug_,.fmsigl ll 1())1“, a8 e
if (m_sign < 0) if (m_sign < 0) } | g | yalue.m numBits: I=0 ¢ .
. A } ((value.m numBitLength == -1) || (value.m numBitLength == 1)) &&
ery Zeturn false; ery Eeturn false; if (m_sign != value.m_sign) { | NetBigInteger var_ e = AddToMagnitude (value.m magnitude); | Val:e"“—"“msi“‘f'_‘gf'l‘ 1= 0 “1 T °
Round(Sqrt(this)); Sart(this); if (value.m sign == 0) { | return true; | Limgrgonampe: UL
} catch (Exception e) { } catch (Exception e) { NetBigInteger var b = this; | } : :‘:ﬁitie'f;“: :u:;:“:fits == 0 8e
return false; return false; return true; | m_magnitude. len m_numBits ==
} } } | | m:nuxgnﬂi;sd<=1m,x?:l;n:tu;elfx;:n;th'&&O &
FESOrT e FREUrT Gruey if (value.m_sign < 0) { ' ' L immsigensiiner S M gk A 4R
Y 3 NetBigInteger var_f = value.Negate(); | | (value.m magnitude.length-1) % m numBits == 0 &&
NetBigInteger var_c = Subtract (var_f); : 2 this.m_sign: 1 : :::ﬁizt::gt: Tﬁﬁﬁfnﬁﬁmu == 0 &&
(a) M_pre without call normalization. (b) M_pre with call normalization. : return. true; | value: null 3 | e mEltianth b alnem i tancts B
m_numBitLength % value.m_quote == 0 &&
. . . . . NetBigInteger var_g = Negate(); | @ — ~ NO CRASH | m_quote <= 3alue.m7numm}tcs!u&s
Ilustration of call normalization in seed generation. NetBigInteger var d = value.Subtract (var_g); : hismision: & : B_aote <= value.n mmBiciangth it
return true; value: null m_quote <= (m_magnitude.length-1) &&
] | m_quote <= (value.m _magnitude.length-1)
Call normalization: The process of call normalization is essential for crash localization ’ \ Executor i aluen nunsits »- value m mmBiciengeh &t
' . . . ' ) ] NetBigInteger var_e = AddToMagnitude (value.m_magnitude); \ p ll(\_magnit‘::d:.ljngt:hfl;laiue.r:_numsit:l:s‘:: o-f&o .
during the next phase of transformation. The normalization transformation lifts each call return true; \ EvoSuite —— ) VA1 ELEPRRIE " Gmr vaLoe S GGRIENTA TeRth Y
. . . . . . } — / value.m magnitude.length % value.m numBits == 0 &&
to its own source line. Call normalization ultimately results in a more readable " / (vaive n pagnituds lengticl) ¥ valus mpumbite == 0 i
oy e . . . . . . . . s ’ v; ue.m_nu .i en <= m.m; nitude. len _:
precondition. Without call normalization it is not clear whether the exception is occurring M pre i . ! oy S I s e gy W
. . — — So 2% value.m numBitLength <= value.m _magnitude.length &&
in the method Sgrt or the method Round. On the other hand, performing call A T A O B S M M (M e e value.m magnitude.length ¢ value.m numBitlength == 0 &&
(value.m _magnitude.length-1) % value.m numBitLength == 0 &&
normalization ocalizes the exception in Sgrt. By localizing the crash we reduce the e
ey . . . . (m_magnitude.length-1) % value.m _quote == 0 &&
cognitive load of interprocedural inspection of the exceptional callee. velue m nagnicide length 3 valte . quote == 0 s
value.m_quote <= (value.m magnitude.length-1) &&
(value.m _magnitude.length-1) % value.m_quote == 0)

Fig: Daikon inferred precondition with many irrelevant variables.
Check Instrumentor: Here, we describe the process for inserting false returning guards

prior to crashes found by the test generator. These are inserted such that M_pre will exit
normally on an illegal input rather than throwing an exception. The check instrumentor
parses a stack trace produced from the execution of the current tests. The stack trace
provides a crash type and location, which allows us to make precise AST transformations.
By only guarding against the given crash type at the given location, we maintain
maximality and do not reject any legal inputs.

java.lang.ClassCastException

java.lang.ArithmeticException Exception in Callee
boolean M pre(int x) { baelfil? M_pre() { boolean M _pre(Object x) { ) . ) )
e iw g S— WL il = Tsie) 1 We perform an in-depth comparative evaluation to the state-of-the-art approach on a single RQ2: Naturalness. To better understand if our inferred preconditions are natural, we
) ) - real worrl1d project. Here, we evaluate and compz:]refth”e resulting pre(r:]ondltlons inferred by both study a human's ability to reason over its behavior. We compare to Proviso, by
/0 boolean M pre() { . i i i : . . . . .
S ——T—— B, / T ——— /4 approaches on two aspects' We aim to answgr the following res.earc questions conducting a user evaluation of 44 users including computer science PhD students,
- paray . — RQ1: Correctness: Are the inferred preconditions safe and maximal? . . .
7= O et diise A aghpigpencanichgins ' . ) . undergraduates, and industry software engineers split evenly between two groups.
vhw : o RQ2: Naturalness: Can humans easily reason over the inferred preconditions?
} }
a I Each user is asked to review a given precondition
java.lang.NegativeArraySizeException java.lang.NullPointerException java.lang.ArrayIndexOutOfBoundsException H " . .
S T — :Xpelr.lme'\;\tlal SetIUP- ' _ orovi 4 Daik ) ) @ and three inputs. We ask the user to classify each
Bl i mm; Ea— Ay ase mfe'h € eva uda’Fe In co_mpzr'lsocn#to drcj:wso al:' h atkon a_slt ey are the | orecondition o g input as legal or illegal. The accuracy of their
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Ty e e SPETESy rribarton e L i (x < :rl'[x’f->= arr.length) return false; ) ) q ’ y e 9 ege precond|t|on IS to reason over.
' , R e a semantically equivalent class in Java. \ /)
}
We define six transformations which guard against 99% of the crashes the test generator 1 RQ1: Correctness. Following the definition of Accuracy Time Taken (Sec)
. . . i i PROVI PROVI
found on 87 real-world Java projects. Our technique performs AST transformations correctness in Proviso, we evaluate the safety and i QVina | Ohs OVISO
. . . . . . . - ; ; iy P it 1 . T 2.2 4
according to the Algorithm 1. This algorithm works in synergy with our seed generation as <> maximally of our inferred preconditions on the recondition 9wl JiSio | 2324 S0549
. . ) . Precondition 2 | 80.56%  82.05% 25043  82.19
it expects localized statements to match the given line number. M oo Toses benchmark, modulo a test generator. We perform Precondition 3 | 100% 73.33% | 10414 216.76
this evaluation for the 39 preconditions inferred Precondition 4 | 97.22%  84.85% 61.77  68.38
: : : : . by our approach. Precondition 5 | 68.63% 80.56% 245.88  348.09
Algorithm 1 Transformation tq replace a <‘:rash1ng program fragment on Line L with a new program / \ Overall 88.84% 79.71% 150.89 204.98
fragment that guards the crashing exception type. 2 — (his mmmgrituce 1= L Ge hir e -t
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5: P « try { S } catch (T exc) { return false; } — - ) is.m numBitlength >= this.m quote && this.m numBitlength % val.m numits == 0 && . . L. . ) . . .
6 return; y T ) e e g e o e e We identify 5 preconditions from our evaluation to use filtered by the following criteria:
7 endif = = k=i e e e s o .
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9 fori=1:ndo Tests — N e e e e e 2. The precondition inferred by the tools are syntactically different.
10: .t hT d — i (val.m magnitude.length-1) % val.m numBitLength == 0 P . " . . . .
- o et fa T Ful Pk iker Exeeniion (=4 maxima — — _ . 3. The precondition is non-trivial (there exists at least 1 illegal and 1 legal input).
12: if expr_i is a field access expression of the form object_expr.field then Fig: Daikon inferred precondition with many irrelevant variables.
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25: end if Table 2: Correctness of Inferred Preconditions. also due 1o Incompleteness as we ’ ' :
26: case java.lang.NegativeArraySizeException as inc|uding irre'evant VariableS —
27: if expr_i is an array creation expression of the form new array_expr[index_expr] then . oy N
28: P« if (index_expr < @) return false; P and rEIaUOnS- 5 e >=u”,gg,;;mggi..mm:;;
29: end if !
30: case java.lang.ArithmeticException
31: if expr_i is a binary operator DIVIDE expression of the form numer/denom then . : H re L.
32: P if (denom = @) return false; P Result 1: Our approach infers correct (safe and maximal) preconditions for 29 of the 39 Result 2: On average, users were able to more accurately reason over our preconditions
ol methods in the benchmark. The 10 incorrect preconditions were due to EvoSuite in a shorter time span. Our results were not as strong on preconditions which included
35 end procedure incompleteness. Proviso inferred 34 correctly, while Daikon only correctly inferred 6. interprocedural try-catch blocks.
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